Hacked!

BEST PRACTICES FOR PREVENTING
AND RESPONDING TO
DATA BREACHES AT YOUR SCHOOL

By Williarm E. Hannum Il and Arabela Thomas

If your school’s Director of IT told you today
that one of your school’s talented, creative,
and ambitious students hacked into your
school’s IT network and accessed the database
holding student grades, tuition data, and
donor information, including financial
account numbers, what would you do?

As more and more independent schools
move toward electronic storage of vital
student, employee, and donor records, we
continue to receive reports of data breaches
similar to the one described above. Sometimes
the hacker is not a student but a disgruntled
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former employee or a stranger looking for
financial account numbers. Other times, the
data breach isn't intentional but results from
an accidental loss of a laptop or a USB flash
drive containing personal information.

Data breaches can have a significant impact
on an independent school’s relationships
with its students, alums, and their families,
as well as with faculty, staff, and other
employees, Those affected may lose trust in
the institution, given its apparent inability
to safeguard sensitive, personal information.
While the appropriate response to a data
breach depends on the facts of the situation
and applicable state and federal laws, below
is a broad, step-by-step approach to help your
school prepare for and respond to a
data breach.
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PROMPTLY NOTIFY YOUR SCHOOL'S LEGAL COUMNSEL.
1 Among other considerations, the school may be
subject to data-breach notification requirements that
call for prompt action. Your legal counsel should be able to

help you and your schoal’s crisis management team comply

with any requirements and devise a comprehensive strategy
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name and last name or Arst initial and last name in combi-

mation with any one or more of the Following data elements
that relate to such resident: (a) Social Security number; (b)
id

number; or (c) Anancial account number, or credit ar debit

drivers license number or state-issu ification card

card number, with or withoat any required security code,

aceess code, personal identification number or password... "
On the other band, Missouri low defines “personal informa-
tion” more broadly 1o include medical information or health

insurance information combined with an “an individuals Grst

name or frst initial and last name”
State data-breach notification laws vary in a number of
ather ways, including who muost be notified, the informa

tion that must be included in the notification, and the types
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of notification methods that are acceptable. For example,

while Missouri law allows “telephonic notice” of a breach to
affected consumers (o long as the notive is provided directly
to the cansumer), telephonic notice is insafficient under the
Massachusetts law.

Dependi
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data-breach laws of sther states, If your school experiences a

ta breach invalving names and social security numbers of

Massachusetts residents, for example, it is obligated to comply

utside of

with Massachusetts law even if the school is locate

Massachusetts, Therelore, when assessing vour schoal's notih-

cation obligations, it is impartant to consider {in

consultation with your legal counsel) resi-
dencies of all affected individuals and all of the

various data-breach laws thar may be applicable.

Since many i.rldl.'pl.'rl-:h.'rll schaals draw studenis
from other states, these laws often require that
notifications be sent around the country.

In addition to notification reguirements

under state laws, tification

r data-hreach n
reguirements may also apply, depending on your
school's operations and the types of inferma

tinn campromised. For example, if your school’s

health center experiences a data breach, and if
it is a covered entity under the Health Insurance
Portability and Accountability Act ("HIPAAT),
then you may be required to provide notification
in accordance with the federal Health Infor-
mation Technology for Economic and Clinical
Health Act (*"HITECH Act™). Additionally, your

schoal may also be a party to contracts that

sequire it to provide notibcation of breaches

v other contracting parties. For example,

if your school’s health center treats students
from a neighboring school, the contract with
that school may require you to natify it ok a data

breach affecting its students.

QUICKLY ASSESS THE NATURE AMD SCOPE OF THE
BREACH, INCLUDING INFORMATION COMPROMISED
AND PARTIES AFFECTED.

Generally,

his requires identifying and examining all of the
affected data and devices as well as interviewing any indi-
viduals who may have information about the breach. During

this Fact-gathering process your school’s legal counsel should
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the breach and documenting the st taken to contain and

investigate it.
Legal counsel should also be invalved in the fct-gathering

to '|:-n:--.ridu protecticon under the .1"1|:-rr||'1_.'-r|i<':||l |:-:r|'\.'i|<:g|.',

to the greatest extent possible, The nature and seape of the
available protection will vary under state law and with the

circumstances; however, having an attorney invalved will
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offer some protection, whereas there will be no such
protection if an attorney is not invlved.

If criminal activity is s.u.-:pu-:te:l (eg.. the data breach is
ap|:-:|re-.l|.til:.l the result of a break-in or |=.u:lcing_:l. then it is
aften appropriate to notify law enforcement officials of the
data breach so that they may puide or lead the investigation
process and r.!rl:nridl.' input rr.-garr]i'ng notification of affected
parties. IFa student hacks into the school’s computer network,
for -:-::.:llnplr.-. law enforcement may be interested in ::'p-u.:.i:ing
with the student and the student's parents before the school
speaks to them or notifies them {and the rest of the school
community] abeut the data breach. We genenlly recommend
designating the school’s legal counsel ar a trusted member of
the: school's crisis management team as the primary contact
for law enforcement and any relevant government agencies.
The school should ensure that it designated contact has
up -to-date information at all times concerning the school’s

investigation of and response to the data breach,

PROVIDE REQUIRED NOTIFICATIONS AND BE READY
3 FOR QUESTIONS.

In additien o notifving affected individuals, many
states” laws also require notification to designated povern-
ment apgencies and consumer reparting agencies. Under the
Morth Carolina data-breach law, for e-.x:lmple. an iIit'l.'TJlEm'Jl!r!.!
school that experiences a security breach must also notify the
Consumer Protection Division of the North Carolina Attorney
General's Ofhce. Moreover, if pursnant to the North Caralina
data-breach law the school provides notibication to more than
1,000 pn:-p!l.- at poe time, the school also must notify all con-

sumer reparting agencies that compile and maintain files on
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consumers on & nationwide basis {e.g., Equifax, Experian).
W henever Elmsi]ble, the affected individuals should Arst
learn of the data breach via the school—not via the media.
As your school provides any legally required notifications, it
is impartant to have a clear strategy for addressing
questions that are likely to result from them. Although in
muost cases schools that ex Pl:'l.'it nee a data breach are not
required to provide free credit monitoring to the affected
individuals, dl:-ing S0 Ay 0 prove Ful.'l!i.l.' relations and

demonstrate your school’s commitment to a just cutcome,

USE THE DATA BREACH AS A LEARNING OPPORTURITY.

Given the 20020 vizion of hl:ldsi.gh:. it iz he:!p ful

to analyze exactly what went WD and how your
school can improve its policies and procedures 1o prevent
Furure dasa breaches, Does your schoal have a written policy
regarding data security? Was the policy followed in this
par ticular case? If not, w |'|.':.r not? Should an em Flrj:.r\uc who did
nedt fullow the school's policy be disciplined? Does the school
have an acceptable use policy for its students? Was the policy
violated? Should the student who vialated it be disciplined ?
Asking these and other questions may help your school mini-
mize the likelihood of another breach.

Earlier this year, a school experienced a data breach when
a faculty member left in his car a USE flash drive containing
stuclents’ names, Social Security numbers, and other sensitive
information, The car was broken into and the USH flash drive
was stolen, On eximining school policies, administrators
decided not to discipline the employes because the policies at
the time of the breach did not 'pmhi’hh Em]:!l.::-l.neus from trams-
porting unencrypted stadent information on pertable devices.
As this example suggests, adopting a
comprehensive data secarity policy
can help your school not only to
minimize the likelihood of a breach
but alsa to respond appropriately if
a breach oecurs.
Your school’s data-security policy

1 " should specify precautions em-
! Fluﬂ'ﬂ* must ‘ﬂl:l.‘ whf‘ll ir“.'!"*si rli".
storing, and transporting Pnr.u:-ru!
information. The policy should also
discuss the school’s strategy for pro-
tecting persanal information that
is accessed or stored by the school's
third-party service providers, For
example, the school may contrace
with a third party to administer

its El:nph:-wlﬂ' fAexibile spe ntli.ng
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e =+ — ——
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1 .~ - . H employees’ persmnal information,
- - — ——
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— il i L acontract provision requiring the
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the sehool community. Students should also be informed
abeue the acceptable and unacceptable uses of technology
and the consequences of violating the school's technolopy
policies and procedures,

Preparation is key to preventing and responding eHectively
to data breaches. Updating data-security policies and
P:I'DI.'\Edllrl:“!.' with the l|1.'|!| af r.‘x'FH'riem.'erJ counsel and IT
professionals will give your a school a hghting chance to

minimize damage from a hack attack. m
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tecting personal information and respending to data breaches.
Employees should be informed of the potential consequences
of their noncompliance with the school’s data-securnty Collage Law Review

policies and procedures and the potential impact their

r|.uuL'|:l|:r.'|:-|.i.1:|||.'4: may have on the school’s relationships with
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